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Abstract. We propose a generic technique, ObfusCache, to de-correlate
cache activity from secret-dependent operations in secure randomized
last-level caches (LLCs) within configurable spatial windows. We
reduce the side-channel-observable spatial granularity to the order of
magnitude of TLB or page cache channels. We show that the random-
ization window acts as a prefetcher, improving performance by up to 8 %
in the Scimark2 benchmarks compared to ScatterCache, which has no
prefetching for security reasons. Regarding security, we show that the
lower bound for the slowdown for Prime+Prune+Probe eviction set gen-
eration is at least three orders of magnitude (680x). More importantly,
the required eviction set is larger than the cache, which makes reliable
eviction infeasible, e.g., we observe evictions in only 30 % of the attempts.
We show that even an informed adversary with a hypothetical way to
evict reliably requires linearly more traces in the window size. Our eval-
uation shows that ObfusCache thwarts state-of-the-art attacks with our
recommended window sizes with a large security margin.

1 Introduction

Caches bridge the performance gap between fast CPUs and comparatively slower
main memory. However, their limited capacity necessitates strategic data man-
agement, based on the principle of locality, which can inadvertently expose sen-
sitive information through side-channel attacks. Prime+Probe [32,41, 31, 21, 26,
28| is a widely used cache attack technique requiring minimal assumptions but
leaking very precise information. Cryptographic secrets are high-value targets
that are often processed in shared environments, e.g., cloud computing [41, 31]
or browsers [31,49,45,46]. Numerous works have demonstrated the feasibility
of cache attacks on widely used cryptographic implementations, e.g., AES T-
tables [32, 21,26, 28, 61|, RSA [65, 26, 68, 1], ECDH [48, 15| and ECDSA (34, 3,12,
8]. Furthermore, attacks on post-quantum cryptography [20, 33], zero-knowledge
proofs [30], machine learning [63, 58, 66] and blockchain-based applications [54,
42] have established the broad applicability of cache attacks on critical systems.
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Mitigating cache attacks broadly follows two strategies—constant-time code
and building secure caches. Constant-time code avoids secret-dependent branches,
memory accesses, or variable-latency instructions, ensuring that all operations
are independent of the secret. However, this approach is not always feasible,
especially for applications that require user input or complex data structures.
Additionally, modifying existing software to adhere to constant-time principles
requires special expertise and is error-prone [13,44,16], leaving code vulnera-
ble to side channels. The other strategy, i.e., building secure caches, aims to
mitigate cache attacks by scrambling address-cache-line mappings [59, 60, 23, 25,
24,55, 38, 39, 62, 52,43]. Multiple works use cryptography [38,39,62,52,43] to
randomize address-to-cache-location mappings in hardware with a secret key.
Thus, secure randomized caches make it challenging to induce interference be-
tween attacker and victim and, to a lesser extent, to measure the change in the
cache state. However, ultimately, they do not de-correlate cache activity from
the secret processed by the victim. Hence, even with randomized secure caches,
eviction-based attacks are still possible as the capacity remains limited [36, 7].

In this paper, we propose ObfusCache, a generic extension to randomized se-
cure caches that minimizes the correlation of the victim’s secret with any cache
activity. The design of ObfusCache stems from the observation that on a cache
miss, the cache fill operation is directly correlated with the secret location ac-
cessed by the victim. ObfusCache breaks this link by retrofitting the concept
of a “random filI” to randomized secure caches [25,11]|. The security of random
fills has previously only been explored for smaller commodity cache designs [25].
ObfusCache handles cache hits through the underlying (unmodified) randomized
secure cache. However, for cache misses, for both read and write operations, Ob-
fusCache handles the operation as an uncacheable operation and instead caches
a random location within a configurable access window. In contrast to the ap-
proach by Liu et al. [25], this also thwarts advanced attacks like Prime+Prune+
Probe on secure randomized caches using write accesses for the eviction set.

We formally analyze different ObfusCache window sizes and show that, on
average, leakage is reduced by a factor of logy(2r + 1). Based on a worst-case
leakage analysis, we recommend a large window size of 4kB (r = 32) to thwart
a wide range of attacks while maintaining good performance. We validate these
findings through a cache simulator implementing ObfusCache on top of Scat-
terCache [62]. The results confirm that achieving the same eviction probability
as vanilla ScatterCache (without ObfusCache) requires 2r + 1 times larger evic-
tion sets, making Prime+Probe infeasible on ObfusCache with recommended
settings. Furthermore, ObfusCache complicates the priming step by introducing
self-evictions due to randomization. On a 16-way cache with » = 32 and 1 MB
per slice, eviction sets become too large to fit in the cache, reducing the eviction
probability to below 30 %, even in the best case for the attacker.

As ObfusCache does not change the cache structure but only the cache be-
havior, it does not introduce additional cache state compared to the baseline
secure randomized cache. In terms of performance, ObfusCache introduces a be-
havior that is similar to a prefetcher. For every cache miss, ObfusCache fetches a
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random cache line into the cache in spatial proximity. Therefore, if the principle

of locality holds for a workload and the cache is not exhausted, this behavior

may improve performance in our evaluation.

Contributions. In summary, the main contributions of this work are:

1. We propose a generic technique, ObfusCache, to de-correlate activity in se-
cure caches from secret-dependent activity within a chosen window 7.

2. We show, in worst-case and theoretical information leakage analyses, that
ObfusCache reduces information leakage by a factor of logs(2r+1) on average.

3. ObfusCache exacerbates both eviction set construction and measurements in
the attack by three orders of magnitude and, due to cache size constraints,
makes attacks infeasible in our recommended configuration.

4. In gemb simulation, ObfusCache with the recommended configuration re-
duces last-level cache misses by 7%, and improves performance by up to 8 %
in the Scimark2 benchmark suite.

2 Background

This section provides background on caches, cache attacks, secure randomized
caches, and attacks on secure randomized caches.

Caches and Cache Attacks. Caches speed up accesses to recently used data
by buffering it in the CPU. Their size is limited, so they only contain a small
subset of the data available in main memory. Set-associative caches organize this
data in uniquely tagged 64 B cache lines associated with one of many sets. The
virtual or physical address determines which set a cache line is stored in, with
each set containing n cache lines (ways), typically 4 to 20. A replacement policy
determines which line is evicted from the set when new data is loaded.

Caches are usually in a hierarchy with private caches for each core (L1 and L2
caches) and a last-level cache (LLC) shared across cores. LLC sizes on modern
CPUs have multiple megabytes and are split into slices (smaller independent
caches) with addresses assigned to the slices based on a slice function [27].

An attacker can use a timing side channel to test whether data is in the
cache. The most prominent timing techniques are Flush-+Reload [64] and Prime+
Probe [32]. Flush+Reload [64] flushes a (read-only shared memory) address from
the cache and times the reload operation to determine whether a victim accessed
it. Prime+Probe [32] constantly keeps a cache set filled (prime) and measures
how long it takes to fill it (probe), using a so-called eviction set. There are many
approaches to finding eviction sets, typically involving testing a large number of
addresses for congruency in more or less sophisticated ways [26, 57].

Secure Caches. Secure caches make contention attacks (statistically) hard by
making the address to set difficult to observe by an adversary and hinder the con-
struction of eviction sets. In general, they follow two orthogonal dimensions: ran-
domization and partitioning. While randomization obfuscates the address-to-
set-index mapping, e.g., using lookup tables, hash functions, and block ciphers,
the entire cache is still reachable for each security domain. Partitioning logi-
cally or physically partitions the cache, making parts unreachable for each secu-
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rity domain. Randomization mappings can be static (e.g., pre-computed tables)
or dynamic (e.g., PRFs). Mappings can be renewed periodically, e.g., rekeying
or remapping to effectively destroy any congruence information an attacker may
have learned, although it comes with a performance and power overhead [38§].

Early secured cache designs used table-based randomized mappings, e.g.,
RPcache [59] and Newcache [60], requiring either full associativity or content
addressable memory, impractical for large LLCs. Time-Secure Cache [55] uses
a keyed function with cache line and process ID (PID) as input. CEASER [39]
only uses the PID as input and frequent rekeying instead.

More contemporary designs employ stronger randomization, e.g., CEASER-

S [39], ScatterCache [62], and PhantomCache [52], based on skewed cache de-
signs [47] suitable for LLCs. They prevent Flush+Reload attacks by design, as
they restrict shared memory across security domains. ScatterCache computes the
indices of individual cache lines, CEASER-S and PhantomCache, randomly map
from computed indices to entire sets. Most secure cache designs are based on set-
associative architectures. MIRAGE [43], MAYA [5], and Chameleon Cache [56]
try to mimic a fully associative cache by separating tag and data store and using
bidirectional pointers to connect tag store and data store entries.
Attacking Secure Caches. Eviction set generation first occupies a large por-
tion of the cache and then eliminates one address from the set at a time [26], i.e.,
O(n?) for n LLC cache lines. Consequently, using a randomizing function for the
address-to-set mapping [38, 55] eliminates this notion of set. However, improved
algorithms [57,39| discover eviction sets by eliminating groups of cache lines
at once, resulting in lower runtimes (O(n)). Thus, impractically low rekeying
periods would be required to prevent eviction set generation.

Designs like [62, 39, 52] adopt skewed associative designs, where different way-
slices have independent set mappings. For a generalized eviction set, an adversary
must now obtain a set of candidate addresses that are fully congruent in each
partition. Recent works [36] generate eviction sets efficiently by observing the
cache lines evicted by the victim and probabilistically eliminating non-conflicting
cache lines. In particular, Purnal et al. [37,36] propose Prime+Prune+Probe,
i.e., Prime+Probe with an additional Pruning step to occupy a large portion
of the cache and eliminate non-conflicting addresses in a bottom-up manner.
Song et al. [50] flush the attacker’s cache lines to hinder Prime+Prune+Probe
and avoid full cache evictions. They also gradually re-randomize mappings to
increase resilience. However, Bourgeat et al. [7] recently showed that gradual re-
randomization itself could accumulatively leak information over multiple epochs.

3 The ObfusCache Design

In this section, we overview the design of ObfusCache, the eviction and filling
strategy, as well as other fundamental design decisions.

Idea. The central idea of ObfusCache is to reduce the spatial granularity of
the side channel to mitigate the remaining leakage of secure random caches in
contention-based attacks. ObfusCache employs a random fill architecture, where
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Fig. 1. ObfusCache employs a secure randomized cache but alters the behavior of cache
misses: Cache misses now trigger caching of a random location within a window, like
a prefetcher. The actually requested data is served from DRAM instead.

a memory location is randomly selected to be cached from a window around the
loaded address. We introduce a radius parameter r that defines the window size
(typically a power of 2 for simplicity). For example, for address x, we select a
random value uniformly from [z — r,z + r], multiplied by the cache line size,
e.g., 64 B. Our design is the first that combines a randomized secure cache,
namely ScatterCache [62], with a random fill mechanism [25]. While we chose
ScatterCache, our approach could be applied to any other randomized secure
cache design as well. In contrast to prior work, our random fill mechanism targets
the larger LLC and additionally hides the cache location of memory writes.
Hiding memory write locations, along with read locations, is crucial to thwart
attackers who rely on filling specific cache lines during the priming phase.

Strategy. Figure 1 provides an overview of the different ObfusCache scenarios
based on whether the accessed memory location is cached in the LLC. Upon
any memory request, we retrieve the mapping of address to cache line using
ScatterCache. When the data is cached, we proceed without randomization and
benefit from a fast cache hit. Werner et al. [62] showed that the ScatterCache
lookup to determine the cache line in the LLC can be performed in parallel to
the L1 and L2 lookups with minimal performance impact.

We handle read and write cache misses differently. When reading, we for-
ward requested data from memory directly to the CPU without caching it in
the LLC. In parallel, we choose a second random memory location within the
window around the loaded address. The system-wide random fill window size
can be configured dynamically at runtime, e.g., by the trusted hypervisor or op-
erating system. Each location in the window, including the loaded address, has
an equal probability of being chosen to be cached in the LLC. This step hides
the loaded address and serves as a prefetch mechanism, leveraging locality to re-
duce the performance impact. The random access is not on the critical path, and
the CPU can continue without waiting for the random fill to complete, similar
to a prefetch. When writing to uncached locations, we again choose a random
address from the window around the loaded address to be cached in the LLC.
The written value is not cached and is immediately stored in main memory, ¢.e.,
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as in a write-through cache. For a write to a cached memory location, including
a randomly chosen one, we update the cached value.

Architecture. We propose ObfusCache as a non-inclusive LLC ScatterCache
with P = n,, = 16 and random replacement. As discussed by Werner et al.
[62], random replacement achieves similar performance to other techniques and
simplifies the overall architecture. For the random fill technique, we use an RNG
seeded from a TRNG. The random values are pre-computed and buffered and
have minimal influence on the architecture’s performance. As the random fill
acts similarly to a prefetch operation, where the CPU does not immediately use
the data, the performance impact is minimal.

Our design separates the private L1 and L2 caches from the ObfusCache LLC
by making the LLC non-inclusive, allowing the private caches to use traditional
cache architectures. By separating ObfusCache and private caches, we gain two
important advantages: First, maintaining cache coherency is simpler with non-
inclusive caches. Second, and more importantly, this approach optimizes the
efficiency of the private caches, reducing the overall performance impact.
Overhead. ObfusCache is stateless, i.e., it has no storage overhead. The design
requires an RNG, a buffer for random values, and control logic for the random fill
mechanism. We did not implement the design in hardware. Therefore, we provide
no quantitative hardware overhead estimates. Performance overhead arises from
additional misses when requested data is not cached. In our evaluation, the
prefetch-like effect of randomly caching may offset the overhead of additional
misses, resulting in performance gains for some workloads (Section 6).

4 Worst-Case Leakage Bound of ObfusCache

To derive the worst-case leakage bound, we run ObfusCache on a ScatterCache
(without loss of generality). The attacker can trigger victim executions and ob-
serve cache state changes by timing its own addresses. The best-case scenario for
the attacker is when a target address y is cached in a set S, and the attacker’s
addresses X, used to build eviction sets, are also cached in set S,. Furthermore,
for each address x € X, the random fill address o is cached in a different set
(§y) The number of addresses for a successful eviction set is n,, with n,, > w
(number of ways in a set), since the attacker does not have prior knowledge of
the cache set (out of S sets in total) their addresses are mapped to.

We compute the probability of such an event X when an attacker address
x is mapped to the same set S, as the target address y; O is the event when
the random fill address o is mapped to a different set gy The probability of
the best-case scenario for the attacker is given by the joint probability P(X,O)
= P(X n O), or simplified: P(X,0) = P(X)P(O|X). The joint probability
signifies that the attacker address x is mapped to the same set as the victim
while all the random fill addresses do not interfere with that particular set.

Recall that X represents the event where the attacker address x is mapped to
the victim set S,. Therefore, P(X) = %, as the victim address can be mapped
to any of the S sets in the cache. To compute the probability of random fill
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event O not getting mapped to the set S,, we note that this particular event
can take place in S-1/s ways for each attacker access x. Note that for each
access x, the random fill address is chosen from the range [z —r,z + r], i.e., 2r
addresses besides z. Any address from the window, including x, is equally likely
to be chosen. To ensure that none of the addresses in the random fill window is
mapped to the cache set S, the event O requires each address to be mapped to
§y. Therefore, the probability of the random fill address not getting mapped to
the set S, is given by P(O|X) = (5-1/5)*". As the attacker needs n,, addresses
for an eviction set, the expected number of such events can be computed as

m 2r
E[P(X,0)]=) P(X)-P(O|X) =nw~(%)-(1—%) . (1)
i=0
The Equation (1) denotes the worst-case leakage of ObfusCache, where the at-
tacker observes the cache as similar to ScatterCache. In other words, ObfusCache
essentially reduces to ScatterCache (or any underlying secured cache design) in
the worst case. However, the probability of such an event is extremely low (as
shown in Figure 2), as the attacker needs to ensure that the random fill addresses
do not interfere with the eviction set generation.
Average Case Leakage. The worst-case leakage provides a bound on the max-
imum information leakage of ObfusCache based on the best possible scenario
for the attacks, which is highly unlikely in practice. Therefore, we also consider
the average case leakage for a more realistic view of the cache design. The aver-
age case leakage is the expected information leakage over all possible scenarios.
To model the average case leakage, we perform the Mutual Information (MI) [67]
analysis, which quantifies how much uncertainty about a secret is reduced given
the attacker’s observations due to the side channel. In randomized caches, leak-
age is probabilistic, and MI naturally captures the expected information gain
rather than worst-case scenarios, as observed by Genkin et al. [14].

Let Y and O be the random variables representing a normal access to the
cache and a random fill address respectively. The mutual information, denoted by
I(Y; O), provides the measure of information leakage of a normal cache access
Y due to random fills O. Mutual information can be represented in terms of
entropies as I(Y;0) = H(Y) — H(Y|O), where H(Y) is the initial entropy of
the access and H(Y|O) is the system’s entropy as observed after the random
fill.

Any address y can be mapped to any of the locations in the cache. Consid-
ering total N(= S X w) locations in the cache, the initial entropy is H(Y) =
logy, N 5, Now, for every access y, a random address o is also loaded onto the
cache, sampled uniformly from the range [y — r,y + r], i.e., 2r + 1 addresses.
Therefore, the probability that a specific address is chosen from the window is
P(O=0|Y =y) = 7.

With Bayes’s conditional probability rule,

P(O =o|Y =y)P(Y = y)
P(O =0) ’

P(Y =y|O=0) =

(2)

PH(Y)=-Y P(Y =i)xlog, P(Y =i) = =N x + xlog, - =log, N
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Fig. 2. Average case information leakage (in blue) and worst-case leakage probability
(in purple) for different ObfusCache parameter r (x axis). Cache configuration: N =
16384 (1 MB cache slice), w = 16, S = 1024.

Given Y and O are uniformly distributed over the cache4, we can assume P(Y =
y) = P(O = 0). Therefore, P(Y = y|O = 0) = P(O = o|]Y = y) = Tlﬁ
Substituting these in the definition for mutual information, we get
H(Y|O) = =) P(Y =y|O = 0)log, P(Y = y|O = 0)
Yy
=—(2r+1). — .1 —— =1 2r+1).
@+ 1) gy 1o oy ~loee (2r )

and with Equation (3), we get
N

This mutual information formulation (Equation (4)) directly relates the infor-
mation gain of a side channel to ObfusCache’s security parameter (r).
Information leakage reduces with an increase in window size (r) for a fixed
cache size (V). For the underlying secured cache (ScatterCache in this case), the
mutual information becomes log, N, which is the maximum information leakage,
contrasted by the much lower leakage of log, (V/2r+1) with ObfusCache.

ObfusCache random fills add a noise factor logs(2r + 1) to the secure
cache.

Figure 2 shows the average case leakage and the probability of the worst-
case leakage for different r. The average case leakage reduces with an increase
in the window size r, as expected. ScatterCache without ObfusCache leaks 14
bits of information for the given N. The leakage gradually reduces to = 7 bits
for ObfusCache with r = 32. Similarly, the probability of the worst-case leakage
reduces with an increase in r.

Worst-case leakage (best for the attacker) with r = 32: ObfusCache elim-
inates leakage in 99.9991 % of cases. It acts like ScatterCache in the re-
maining ones.

* The randomizing function provides the uniform distribution for the mapping of both
normal access and random fill access.
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Fig. 3. ObfusCache (ny,qys = 16, 8% 1 MB slices) for different r. ScatterCache is 7 = 0.
Normalized to the eviction (and victim access detection) probability p,. (x axis [%]).

5 Security Evaluation

In this section, we evaluate the security of ObfusCache in a cache simulator
mounting Prime-+Prune+Probe (PPP) [36] with a fully informed adversary tak-
ing windowing into account. Since victim accesses become invisible with Obfus-
Cache, we instead observe the ObfusCache window, which requires more effort
but is equivalent to observing the victim access. As a benchmark, we use an AES
T-table attack, a well-known and easy to mount cache attack [32, 36].

Threat Model. ObfusCache is a generic extension to secure randomized caches
under the same threat model [62, 52, 36, 53, 17]: An attacker can distinguish cache
hits and misses via timing but is in a security domain isolated from the victim,
on separate cores. We assume contention channels in the underlying secure cache
and that the attacker can mount a noise-free attack. This intentionally strong at-
tacker model allows reasoning about worst-case leakage. The noise-free assump-
tion is an analytical convenience, as real systems exhibit additional noise and
scheduling effects. Occupancy attacks and other non-cache side channels (e.g.,
port contention) are out of scope, as they require orthogonal mitigations [17].
Existing Attacks on Secure Randomized Caches. Purnal et al. [36] ex-
tended Prime+Probe with partially congruent addresses to a probabilistic PPP
attack with an eviction set G = |J,,, Gi, where each address in G; collides with
a target address x in (at least) one way i. The attack consists of three steps:
First, loading a candidate set of random addresses k into the cache that may
collide with target address x. Second, the candidate set is iteratively accessed,
removing addresses that cause misses until only addresses with cache hits k'
remain. Third, partial congruency is detected by triggering a victim access and
observing the effect on the candidate set: If candidate address reaccess results
in a miss, the address is partially congruent to the target address = and added
to G. Repeating this step results in eviction set G. The probability of detecting
a victim access in an attack grows with the size of G.
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With ObfusCache, loading the candidate set k into the cache is harder: Each
access is only cached with probability 1/2r+1. The number of accesses n to cache
an address with probability p is n = n(1-p)[in(1-52=). For r = 32 (window size
4kB), an entry has a 50 % probability of being cached after 45 memory accesses,
compared to a single access without ObfusCache.

For ScatterCache, an attacker must find many addresses that collide with =
in at least one way. The eviction probability p. determines the probability of
detecting a victim access for a generalized eviction set of size |G|. The eviction
probability for ScatterCache is p, =1 — (1 — 1/w)|c‘/“’, where w is the number of
ways [62]. To distinguish neighboring addresses, an attacker needs 2r + 1 more
addresses with ObfusCache to cover all addresses within the window. We use

|G| =W - l"(l_pe)/ln(l—%}) . (21" + 1)
for the required addresses for a given eviction probability p..

Figure 3a shows the size of G for specific eviction probabilities p, for a 16-
way ObfusCache with various r compared to ScatterCache only. For ObfusCache
with a 4kB window, the probe set G needed to reach 90 % eviction probability is
2.32 MB large. A probe set of this size fills a large portion of the cache, leading
to self-evictions and less accurate results. An attacker can always resort to a
smaller set G to reduce self-evictions, resulting in a lower eviction probability.

ObfusCache makes Prime+Prune+Probe significantly harder: an attacker
needs a set G that is 2r+1 times larger than in ScatterCache to reach the
same p,., and randomization prevents simply caching candidate addresses.

Windowed Prime-+Prune+Probe. With ObfusCache, eviction sets grow
with the window size, quickly exceeding the cache size and making parallel mon-
itoring of multiple addresses infeasible. Our windowed PPP lets an informed
adversary monitor each full window and, instead of building separate sets per
victim address, reuse overlaps to construct a single eviction superset covering
all targets. This reuse reduces cache footprint and RAM usage and shows up to
which parameters an adversary can still locate window borders and center.

Windowed PPP samples k random cache lines, prunes k to cache-hits-only
k', and detects congruency via victim execution and miss detection in K. In
the third step, the victim must access all target locations z;, an unrealistic but
intentionally strong assumption for the security argument. The attacker adds
partially congruent addresses to a superset S until it is large enough. The size of
S balances profiling and attack effort. If all targets x; are adjacent, S grows only
by the partial-congruent addresses of one target, as neighbors share windows. In
our simulation, we use 2.5 - 7,45 partial-congruent addresses per target.

Next, the attacker divides S into smaller sets S;, where each set corresponds
to a specific victim address x;. For this, the attacker loads the superset into the
cache and triggers a victim execution that does not access all victim addresses.
With the information about the accessed target addresses and multiple iterations
to account for the ObfusCache randomization, the attacker can assign addresses
of the superset to sets belonging to specific victim addresses.
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After building and separating S, the attacker loads it into the cache, runs
the victim, and records evictions. As each element of S corresponds to a set of
partial-congruent victim addresses, the attacker can infer which cache lines the
victim accessed. Only addresses outside overlaps uniquely identify the access,
which occurs with probability 1/2r+1. On average, the attacker needs E[X] =
T /21“1 = 2r + 1 additional victim executions to distinguish neighboring addresses,
and even more for multiple neighbors because middle ones lack unique borders

within their windows. We evaluate this in an AES T-table attack case study.

Even when using partially congruent addresses across overlapping win-
dows for an eviction superset, distinguishing neighboring addresses re-
quires at least 2r+1 more victim runs; more for addresses without uniquely
identifying borders.

Evaluation: Profiling Phase Overhead. We compare profiling effort for
ScatterCache with and without ObfusCache. We assume a 16-way 8 MB cache
with 8 slices, random replacement, and varying ObfusCache window sizes. Pro-
filing aims to find a set G congruent with victim address z. Since ObfusCache
requires 2r + 1 times more addresses to reach the same eviction probability p,,
we normalize for p,. We use 3N full evictions between PPP iterations to ensure
x is evicted. Figure 3b experimentally compares profiling effort for one target x
across ObfusCache configurations and ScatterCache. ObfusCache requires orders
of magnitude more accesses than ScatterCache. For example, at r = 32 about
680 x more are needed to reach p, = 50 %.This mainly results from the larger
set size required for the same p,.. Moreover, finding partial-congruent addresses
requires caching k' before each victim access, which is harder with ObfusCache.

Profiling needs orders of magnitude more accesses (e.g., 680 x for r = 32
and p, = 50%), and large windows cause self-evictions that make priming
unreliable or even impossible for 7 = 32 and p, > 30 %.

Evaluation: Prime Phase Overhead. We evaluate the overhead when prim-
ing the eviction set for different windows; again with a 16-way cache (8 MB, 8
slices) and random replacement. To detect a victim access, an attacker must
load the eviction set G into the cache, i.e., prime it. Loading specific addresses
into the cache requires many accesses for ObfusCache. With addresses at least
one page apart, due to L1 and L2 indices, the attacker does not benefit from
ObfusCache’s prefetching but instead suffers from self-evictions.

Figure 3c shows the required prime iterations for ObfusCache and Scatter-
Cache, normalized for p.. Priming fails entirely for large ObfusCache windows
when aiming for p, > 30% due to self-evictions, while ScatterCache typically
succeeds in a single iteration. If the attacker can rerun the victim arbitrarily
often, they can trade a smaller eviction set G for more executions, which is
beneficial for large windows where high-p, sets no longer fit reliably in cache.
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Table 1. AES T-table attack (n = 4) on a one-level ScatterCache with/without Ob-
fusCache (r € {1,2,4}). ngice = 8 (1 MB each). At r = 1 the attack is 289x slower than
ScatterCache only. For larger r, it recovers only a few key nibbles unreliably after days.
With n,ys = 16, ObfusCache further impedes the attack vs. nyays = 8.

Nways T #AES [103] Accesses [109] estimated time effective p, correct nibbles
8 0 19.9342.50 35.41+£3.30 10.73+£0.83 minutes 22.91% 16.00 £ 0.00
8 1 685.47+48.02 7388.33£10.88 2.1640.00 days 12.61% 16.00 £+ 0.00
8 2 33374.04+13248.71 20088.16+3233.22 4.964+0.57 days 4.51% 4.75 £ 0.50
8 4 28250.14£12724.20 30273.60£3676.95 7.934+0.65 days 3.64% 0.25 £ 0.50
16 0 103.65+57.35 160.76+75.99 45.16+19.22 minutes 6.19% 16.00 £+ 0.00
16 1 20336.814+9456.17 24 152.97+2475.07 6.5640.43 days 4.02% 9.00 + 1.63
16 2 19126.99+6589.26 37479.47+1996.43 10.43+0.35 days 1.49% 2.25 £ 0.50
16 4 15627.89+£7019.43 67 389.69+2795.71 19.164+0.49 days 1.85% 1.00 £ 0.00

AES T-table Attack Benchmark Case Study. As a benchmark, we mount
the AES T-table attack from prior work [36,32], recovering the 16 upper key
nibbles. The informed adversary uses windowed PPP to distinguish neighboring
accesses in the T-table AES implementation of OpenSSL 1.1.0g, a well-known
side-channel benchmark [4,32,51,18,36]. We run the attack in a single-level
cache simulator, favoring the attacker since every access reaches the targeted
cache. We assume the attacker can monitor every random access without noise.”

We first profile the implementation to find addresses partially congruent to
the victim’s cache lines, i.e., 64 cache lines for all four T-tables. We generate
256 - Nyqrger key-plaintext pairs that access all but one target line and use prob-
abilistic full evictions (accessing 3N random addresses) between encryptions.
This yields a histogram of how often each superset address was evicted per key-
plaintext pair.6 Thus, an attacker can still determine addresses corresponding to
the excluded table accesses, but requires significantly more profiling iterations
for similar confidence. For r = 1, we performed 600X more separation iterations
than ScatterCache, yet achieved only p, = 12.61 % compared to 22.91 % for Scat-
terCache with 7,,4ys = 8. The profiling phase yields a superset S = U i€narger
where each S; contains addresses that collide with target ¢ in at least one way.

i)

For the exploitation phase, the attacker repeatedly loads the superset S into
the cache (i.e., the attacker primes the cache), triggers an encryption, and mea-
sures the access times for all addresses in S. After sufficiently many encryptions,
the attacker uses the information about which addresses in S collide with which
target addresses to recover 64 bits in the 16 upper nibbles of the 16-byte key.

We evaluate the attack on 8- and 16-way caches with ng;.. = 8 (1 MB each)
and random replacement, assuming a 4 GHz CPU with 1-cycle hits and 200-cycle
misses. The implementation is not fully optimized, e.g., we use a smaller superset
to simplify profiling and priming at the cost of more attack iterations. Results

° Unmapping memory around the T-tables hinders the attack. If random windows are
truncated at T-table boundaries, accesses become indistinguishable for r = 64, and
even for smaller r distinguishing neighboring addresses is harder.

5 We use 256 key-plaintext pairs per target address to reduce access-frequency bias.
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are shown in Table 1. The effective p, is the post-profiling eviction probability,
determined by comparing separation outputs with actual target collisions.

We could only successfully mount the attack for r = 1, which we consider
insecure. For 1,,,ys = 8, this required over 30 x more encryptions than Scat-
terCache only to recover the upper 16 nibbles, and overall took 289 x longer,
increasing the runtime from minutes to days. For r = 2 (n,4,s = 8), we recov-
ered only 4 nibbles after several days with over 1600 x more AES encryptions,
and for larger 7 the attack was even more unreliable and slower (1,,qys = 16).
We conclude that our recommended r = 32 makes the attack infeasible.
Moreover, we assume attacker-favorable yet unrealistic conditions: loading data
into a non-inclusive LLC is difficult, and suppressing shared-LLC noise is hard.

6 Performance Evaluation

We evaluate an ObfusCache-augmented ScatterCache against baseline caches in
two simulation setups: gemb [6] with benchmarks from prior work [17, 38, 39, 62],
and a custom cache simulator for the SPEC CPU 2017 benchmarks [9]. All results
stem from simulation and should be interpreted as indicative trends rather than
absolute predictions for real hardware. Our gemb setup does not model an end-
to-end modern core and uncore, and we provide no HDL/FPGA implementation.
Thus, effects from detailed microarchitectural mechanisms, such as complex out-
of-order execution, and full memory-system interactions, are not captured in full
detail. Overall, the prefetching effect of ObfusCache may improve performance
for most benchmarks compared to ScatterCache only. In ObfusCache, prefetch-
ing emerges as a side effect of the security mechanism, whereas in other designs
prefetchers typically weaken security. At the same time, randomized fills may
increase cache pollution and memory traffic. As a result, ObfusCache may de-
grade performance for workloads with little spatial locality or under high cache
pressure. For completeness, we also evaluate ObfusCache against other cache
designs with prefetching. However, prefetchers amplify side-channel leakage [48,
10] and their effect on the security of these prior designs has not been studied,
making any direct comparison of performance and security difficult.
Performance Evaluation in gem5. We implemented ObfusCache in gem5 [6]
and first evaluate best- and worst-case microbenchmarks. Then, similar to prior
work [17, 38,39, 62], we use gem5 [6] to run the MiBench [19], LMbench [29],
scimark2 [35], and GAP [2] benchmarks. We evaluate the performance of Ob-
fusCache with different window sizes and compare it to a baseline cache design
with rand and LRU replacement, SassCache, and ScatterCache.

gemb5 Test Setup. We evaluate in gemb [6] using 32-bit ARM mode, full-
system simulation, and a TimingSimpleCPU at 2 GHz. The TimingSimpleCPU is
an in-order core model and does not reflect the behavior of modern out-of-order
processors, so we use gemb to study relative trends under a controlled setup. L1
and L2 caches are identical across configurations to isolate L3 effects: split 32 kB
8-way LRU L1 data/instruction caches and a 256 kB 4-way LRU L2. The L3 is
1MB with 16-ways. Modern CPUs use cache slices instead of a single shared
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Fig. 5. Scimark2 (large) scores simulated with gem5.

L3. With all cores active, a single core effectively accesses a portion of the total
cache, which is similar in size to a single slice. This makes our chosen sizes
realistic for evaluation [17]. We test 5 cache designs: (1) LRU replacement, (2)
random replacement, (3) ScatterCache, (4) SassCache, and (5) ObfusCache with
various window sizes. As in prior work [62], we run Poky Linux 19.0.2 (Yocto
2.5 “sumo”) with Linux 4.14.67, patched for gem5, and collect cache statistics.
gemb5 Results. Cache performance is workload-dependent, and memory pres-
sure from other cores or tasks may alter these results. We evaluate best- and
worst-case scenarios in two microbenchmarks: The best case issues random ac-
cesses within the ObfusCache window, where ObfusCache reduces cache misses
by over 20% and improves performance by about 15% compared to Scatter-
Cache (Figures 4a and 4b). The worst case uses offsets exceeding the window
range, making ObfusCache’s prefetching ineffective due to lacking spatial locality
(Figures 4c and 4d). For small r, the miss rate remains similar to ScatterCache
since the originally accessed addresses are more likely to be cached after a few
accesses. For larger r, the miss rate reaches 100 %, roughly doubling runtime.
Figure 5 shows the Scimark2 (large) score in gem5. ObfusCache outperforms
ScatterCache, SassCache, and the baseline caches in most tests. Interestingly, a
larger ObfusCache window improves performance in some tests. The composite
score is more than 8 % higher compared to ScatterCache without ObfusCache for
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Fig. 8. L3 miss rate for MiBench benchmarks in gem5. %pt. A vs. ScatterCache.

our recommended window size of 4kB (r = 32). Next, Figure 6 shows the L3 miss
rate for the GAP benchmark suite in gem5. We evaluated all algorithms (i.e., bc,
bfs, cc, pr, sssp, tc) using both synthetically generated kron and urand
trace sets. The results show the prefetching effect of ObfusCache, resulting in
a lower cache miss rate than ScatterCache only in most GAP benchmarks. For
this benchmark suite, smaller ObfusCache windows outperform larger ones. Fig-
ure 7 shows the memory read latency in the lat_mem_rd benchmark with 8 MB
and 64 B strides, equivalent to one access per cache line. Again, ObfusCache’s
prefetching effect leads to better results compared to the other caches. Figure 8
shows the L3 miss rate for the MiBench benchmark suite simulated with gemb5.
For the small configuration, ObfusCache windows r > 4 lead to a higher cache
miss rate compared to ScatterCache only. For the larger configurations, Obfus-
Cache improves the miss rate for most tests of the MiBench suite.
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Performance Evaluation in Custom Cache Simulator. Like prior work [62,
17], we implemented ObfusCache in a custom cache simulator for performance
evaluation with the SPEC CPU 2017 benchmark [9]. We evaluate an ObfusCache-
augmented ScatterCache against baseline cache designs with rand and PLRU re-
placement, ScatterCache, and SassCache. Same as in gemb, we use three cache
levels: split 32kB 8-way LRU L1 caches (data/instruction), a 256 kB 4-way LRU
L2, and a 1 MB 16-way L3. For the benchmarks, we collect traces from the SPEC
CPU 2017 benchmark suite [9] using Intel PIN Tool [22], which is faster than
gemb but still requires trace size limits. Like prior work [40,39,62,17], we use
representative 250-million-instruction traces per benchmark.

Cachesim Results. Figure 9a shows cache miss rate differences (percentage
points) for various configurations, relative to ScatterCache. The results indicate
that the performance impact of ObfusCache strongly depends on the specific
benchmark workload. Some benchmarks benefit from larger windows, others
from smaller ones. In addition to the benchmarks evaluated in the ScatterCache
paper [62], we also evaluate gcc, wrf, and cam4, which exhibit mixed behav-
ior: while wrf and camé4 benefit from ObfusCache, gcc shows higher miss rates
compared to ScatterCache. On average across all evaluated benchmarks, Ob-
fusCache improves the performance of ScatterCache by 10.87pp (r = 32) to
15.20pp (r = 1). Also here, additional memory pressure from other cores or
tasks may alter these results. Figure 9b shows that ObfusCache leads to more
DRAM accesses due to the random fill accesses.

Performance Comparison against Prefetch-Enabled Cache Designs. In
ObfusCache, prefetching arises from the security mechanism. For completeness,
we also evaluate the other designs with prefetchers enabled, but only compare
performance: prefetchers amplify side-channel leakage [48,10], and prior work
has not studied their security impact in these designs. As the custom cache
simulator does not support prefetching, we evaluate this only in gem5, using a
stride prefetcher for the baseline caches, SassCache, and ScatterCache.
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Fig. 10. Scimark2 (large) scores simulated with gem5. The results indicate that Ob-
fusCache’s prefetching is generally weaker than a dedicated prefetcher. However, for
some benchmarks, it comes close or even outperforms the dedicated prefetcher.
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GAP benchmarks (gemb). ObfusCache’s with gem5, with 64 B strides (i.e., one ac-
prefetching comes close to the dedicated cess per cache line).

prefetcher in some benchmarks.

Overall, ObfusCache’s prefetching is weaker than a dedicated prefetcher, but
comes close or even outperforms it in some benchmarks. Figure 10 shows that the
dedicated prefetcher generally outperforms ObfusCache in Scimark2, although
ObfusCache comes close or even outperforms it in some benchmarks. Here, larger
windows perform better than smaller ones. Figure 11 shows the L3 miss rate for
the GAP benchmark suite in gem5. Also here, ObfusCache’s prefetching cannot
match a dedicated prefetcher in most benchmarks. However, in some bench-
marks, ObfusCache comes close to the dedicated prefetcher. For this benchmark
suite, smaller windows outperform larger ones. Figure 12 shows the memory read
latency evaluated using the lat_mem_rd benchmark. Interestingly, the results in-
dicate that ObfusCache’s prefetching may outperform the dedicated prefetcher
for this benchmark. Figure 13 shows the L3 miss rate difference compared to
ScatterCache with a prefetcher for the MiBench benchmark suite. For this suite,
ObfusCache’s prefetching is generally weaker than a dedicated prefetcher.
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Fig. 13. Cache miss rate for MiBench benchmarks simulated with gem5. Percentage
points difference to ScatterCache.

7 Discussion and Conclusion

ObfusCache reduces the information leakage from victim activity to cache ac-
tivity, which can also be expressed as the entropy of the learned result: Flush+
Reload and Prime+Probe leak whether a 64 B block was accessed whereas page
cache and TLB leak whether a 4kB block was accessed. As ObfusCache only
leaks whether a 4 kB block was accessed (with a 4kB window) it effectively re-
duces the spatial leakage to the same order as page cache and TLB side channels.

ObfusCache is a generic technique to de-correlate cache activity within config-
urable spatial windows from secret-dependent operations. We formally analyzed
and evaluated the security of ObfusCache, showing attack slowdowns, e.g., 680x,
requiring days to build an eviction set. We showed that resulting eviction sets
exceed the cache size and that attacks fail, including on trivial targets like AES
T-tables. The 8 % performance gain in gem5 on average shows that ObfusCache
is a secure alternative to prefetching for secure cache designs. As these results
are obtained in simulation, they may not fully translate to real-world systems. In
particular, the prefetch-like effect may not be beneficial for all workloads due to
cache pollution. Overall, ObfusCache augments secure caches by reducing cache
side-channel leakage and may improve performance through a prefetch-like effect.
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